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Digital medical image survivability and confidentiality is an essential concern 
for healthcare institution in archiving medical image. Survivability issue in the 
current conventional archiving system happened when the server becomes 
temporarily inaccessible; meanwhile confidentiality happened when the data 
disclosed by unauthorized party. This project introduces a potential approach by 
integrating Rabin’s Information Dispersal Algorithm (IDA) and Shamir’s Secret 
Sharing Algorithm (SSA) for solving these issues. These approaches have been 
already known for providing data survivability and confidentiality in other fields. 
This project applies these secret sharing threshold schemes to a system called 
Medical Image Dispersal Picture Archiving Communication System (MIaDPACS) to 
provide digital medical image survivability and confidentiality. The pixels are 
extracted, encoded, and dispersed by using Rabin’s IDA into distributed archiving 
system. The secret key used in Rabin’s IDA is dispersed by using Shamir’s SSA. 
Original image reconstruction requires only subset of the dispersed files with 
numbers equals to a defined threshold during dispersal. Experimental results showed 
that the reconstructed image was exactly identic with the original image both for no-
salt and salt scheme. This is shown by Peak Signal to Noise Ratio (PSNR) value that 
is equal to infinity. In addition, random dispersed files does not reveal the original 
image. Thus, MIaDPACS is able to provide the survivability and confidentiality for 
digital medical image. 
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Ketahanan dan kerahsiaan digital imej perubatan merupakan usaha yang perlu 
bagi institusi kesihatan dalam pengarkiban imej perubatan. Isu ketahanan dalam 
sistem pengarkiban konvensional semasa berlaku apabila pelayan tak tercapai buat 
sementara waktu; sementara itu kerahsiaan berlaku apabila data didedahkan oleh 
pihak lain tanpa izin. Projek ini memperkenalkan pendekatan yang berpotensi dengan 
mengintegrasikan Rabin Information Dispersal Algorithm (IDA) dan Shamir Secret 
Sharing Algorithm (SSA) untuk menyelesaikan isu-isu ini. Pendekatan telah pun 
dikenali untuk menyediakan data ketahanan dan kerahsiaan dalam bidang lain. 
Projek ini menggunakan skim perkongsian ambang rahsia melalui sistem yang 
disebut Medical Image Dispersal Picture Archiving Communication System 
(MIaDPACS) untuk menyediakan ketahanan dan kerahsiaan digital imej perubatan. 
Piksel diekstrak, dikodkan, dan tersebar dengan menggunakan Rabin’s IDA ke dalam 
pengarkiban sistem teragih. Kunci rahsia digunakan dalam Rabin’s IDA disebar 
dengan menggunakan Shamir’s SSA. Pembinaan semula imej asal hanya memerlukan 
subset fail berselerak dengan nombor sama dengan ambang yang ditakrifkan dalam 
penyebaran. Keputusan eksperimen menunjukkan imej yang dibina semula adalah 
tepat identik dengan imej asal untuk kedua-dua tanpa garam dan garam skim. Ini 
dinilai oleh Peak Signal to Noise Ratio (PSNR) yang mana hasilnya sama dengan 
infiniti. Tambahan, fail berselerak rawak tidak mendedahkan imej asal. Oleh itu, 
MIaDPACS mampu menyediakan ketahanan dan kerahsiaan bagi digital imej 
perubatan.  
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  Introduction 
Digital data has become widely used in various aspects of human life. It 
offers cost-efficiency and flexibility on data manipulation, storage and transmission. 
It is classified into: numeric, text, audio, graphic, image, animation, and video. 
Radiology areas in healthcare institution have made significant revolution to adopt 
digital technology by using digital modalities such as X-Ray, Computed 
Tomography (CT), Magnetic Resonance Imaging (MRI), and Ultrasonography 
(USG). Digital imaging in medicine provides radiologist, doctor, and patient to have 
instant access on it regardless their location and without afraid of degrading the 
image quality through time in a storage system as what happened on analog film 
imaging. Moreover, it also provides dynamic range of contrast, dynamic levels of 
gray, and several manipulation that could improve accuracy on image analysis during 
diagnose and treatment a disease (Vidar Systems Corporation, 2011).  
 Problem Background 
Digital medical imaging technology has become an important part of the 
healthcare workflow. Today, it needs 50 to 100 TB for the average 150,000 to 
200,000 imaging-related procedures done annually in average a 300-bed to 500-bed 
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hospital (MgGee, 2009). It is common that the retention requirements to be decades, 
or even forever (Boyle, 2011). It is shown by several studies shown that a lot of 
number used digital medical image in healthcare institutions. A study concluded that 
there were significant rises in the use of CT and MR in one tertiary hospital in the 
United States from 1984 to 1993, while there were decrease in the use of 
conventional analog plain films and fluoroscopy (Khorasani, et al., 1998). Besides, 
about 26 million CT examinations were conducted in the United States in 1998, and 
then by 2008 there were more than 70 million CT examination were conducted 
(Watson & Odle, 2013). Moreover, the other study found that there has been also a 
growing number on usage digital medical imaging for developing countries (Mohd-
Nor, 2011). 
In addition, storing digital medical images only in local repositories as what 
is offered by Picture Archiving and Communication System (PACS) does not 
satisfied fast growing of digital medical image usages. As medical imaging 
technology improves and more clinicians demand access to patient’s diagnostic 
quality images, healthcare institutions found that storage requirements are soaring 
(MgGee, 2009).  
The existence of cloud computing is one of current approach that is starting to 
be introduced to store digital medical images. It offers economic advantages to 
reduce cost storage, good quality of services and it could give economy advantage to 
healthcare institutions (Ribeiro, et al., 2011). However, this approach has several 
disadvantages related to the security of digital medical image in healthcare 
institutions: 
i. Consumer lock-in and bankruptcy issue of cloud provider could lead to lost 
control of digital medical image store in a cloud services provided by external 
entities (Ribeiro, et al., 2011). The existence of digital medical image in the 
cloud service storage is questioned.  
ii. Data stored in a cloud services belongs to external entities. Uploading data to 
a cloud makes the data no resistance for disclosure or unauthorized usage 
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(Ribeiro, et al., 2011). Hence, it introduces threat on its confidentiality and 
privacy.  
There are methods used to address this archiving issue. Redundant Array of 
Independent Disk (RAID) stored the data into decentralized disks. However, the 
usage of RAID in a single local storage might cause vulnerability in terms of 
survivability. In addition, implementation of cloud storage for addressing the 
archiving issue still have some problems on the security as discussed above. 
Therefore, the archiving issue on digital medical image could be addressed by 
applying the concept of archive into decentralized servers through pixel-based 
dispersal scheme.  
 Problem Statement 
The existence of digital medical image plays an important role in healthcare 
institution such as in diagnosing, study, and treatment of a patient, whereby losing or 
disclosure of these medical images caused a lot in healthcare business continuity. 
Therefore, digital medical image security is important to be concern from the threats 
such as storage malfunction, man-made attack, natural attack, and disclose data by 
unauthorized parties. 
 Research Questions 
From the problem statement described in the Section 1.3, study of the project 
is referred to several research questions: 
i. What is digital medical image structure and secret sharing threshold scheme? 
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ii. How to ensure survivability and confidentiality of digital medical images on 
the storage based on pixel-based dispersal scheme? 
iii. How to implement pixel-based dispersal scheme based on digital medical 
image? 
 Project Goal 
Digital medical image that is stored in a local storage nowadays are having 
survivability and confidentiality issues. Due to the storage malfunction or temporary 
down time storage caused by manmade attack or natural attack, these data are 
inaccessible. Besides, disclosure data by the third party caused unauthorized usage of 
these data. The data might be changed and not confidential anymore. Therefore, the 
goal of the project is to address digital medical image survivability and 
confidentiality issues in healthcare institution by using secret sharing threshold 
scheme through pixel-based dispersal scheme. 
 Project Objective 
Based on the problem background described above, the objectives that have 
been identified to complete this project are: 
i. To study structure of digital medical images and secret sharing threshold 
scheme. 
ii. To design and analyze pixel-based dispersal scheme based on secret sharing 
threshold scheme. 
iii. To implement and validate digital medical image survivability and 
confidentiality upon applying pixel-based dispersal scheme. 
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 Project Scope 
The scope that is included in this project: 
i. The project is focused on Rabin’s Information Dispersal Algorithm (IDA) 
(Rabin, 1989) (Wang, et al., 2011) and Shamir’s Secret Sharing Algorithm 
(SSA) (Shamir, 1979). 
ii. The implementation is supported on digital medical image data Digital 
Imaging and Communications in Medicine (DICOM) 2D data set (.dcm), 
produced by medical imaging modality such as MR, CT, X-Ray Angiogram 
(XA). 
iii. The implementation is limited for single frame DICOM. 
iv. The implementation does not support for DICOM with more than 1byte 
number of allocated byte for each band from its pixel. 
v. There were four servers used as distributed storages and three threshold 
number used to reconstruct original medical image. 
 Significant of the Project 
A pixel-based dispersal scheme using secret sharing threshold scheme that 
has been developed in this project gave the advantage to preserve the survivability 
and confidentiality issues in storing digital medical image. The digital medical image 
will survives in the storage every time whenever is needed by the doctor or patient 
even though there is a possibility of down time storage as well as another threats that 
effect the accessibility of patient’s data. Digital medical image is dispersed into 
several distributed storage and could recover from a down time storage case from 
less amount of the distributed storages. Even though the third party can get the data 
from the dispersed data however, they could not reconstruct it and understand the 
content. Moreover, this scheme provides distributing bandwidth as well for fast 
accessed digital medical image into several devices and networks.  
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 Contribution 
Digital medical image is a sensitive data that is threaten due to loss and 
modification of data over server temporary down or even an insecure network. 
Therefore, survivability and confidentiality of digital medical image is an important 
issue to be addressed. Thus, this project has contributed on addressing survivability 
and confidentiality issues for digital medical image by using secret sharing threshold 
scheme. 
 Report Organization 
The project report is managed into six chapters. Chapter 1 describes the main 
part of the project. It describes about the introduction of the project, including digital 
data especially digital imaging and get into digital medical imaging, identifies 
problem background and problem statement related to digital medical image 
archiving, and finally describe a propose alternative solution to overcome the current 
problem through project objective, scope and goal. 
Chapter 2 describes the literature review of the project. In the literature 
review, key components of the project has been studied and identified. It began with 
the explanation about the key concept of information security, especially on 
confidentiality and survivability. Security on digital medical image is concerned in 
this project. This chapter then continues describe about digital medical image and 
related component to digital medical image, such as DICOM and PACS. Moreover, 
secret sharing threshold scheme as a technique used to secure the data in this project 
also describe in this chapter. It involves Rabin’s IDA and Shamir’s SSA. Also, this 
chapter is presented along with current work on Rabin’s IDA and Shamir’s SSA. 
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Chapter 3 describes about research methodology used in the project. It 
identifies the progress of the project phase by phase through a research framework in 
accordance with the objectives of the project as described in the Chapter 1. Besides, 
the infrastructure of the work as in project environment including hardware, 
software, Application Programming Interface (API) setup and dataset are described.  
Next, Chapter 4 describes design architecture and implementation of the 
project. It began by the explanation of environment deployment as in design 
architecture of the project development. Then, it discusses about pixel-based 
dispersal scheme implementation, especially main functions developed for the 
scheme implementation. The discussion also described pseudocode of the functions. 
It is then used in order to develop the project implementation. Finally, each menu of 
implemented application is discussed as well.  
For the implementation part as in the previous discussion, Chapter 5 
continues to the discussion of project validation including functional testing, testing 
result and result discussion. The section discuss about experiment setup of functional 
testing. Furthermore, this chapter discussed testing result and result discussion. 
Based on the result, the security of digital medical image survivability and 
confidentiality are identified and discussed. 
Finally, Chapter 6 concludes the works. The achievements and milestones are 
listed. Besides, a suggested future work is described as well to improve the 
achievement of current result of this project. 
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